Chapter 1

SENSOR MANAGEMENT

Mark Perillo

University of Rochester
Rochester, NY 14627

perillo@ece.rochester.edu

Wendi Heinzelman

University of Rochester
Rochester, NY 14627

wheinzel@ece.rochester.edu

Abstract

Sensors are deployed in a sensor network for the purpose of providing
data about environmental phenomena to the sink node(s). As not all
sensors may be able to transmit their data directly to the sink(s), sen-
sors must also route other sensors’ data. Therefore, sensors must assume
roles of both data provider and router. However, there are often many
more sensors in the network than are needed at a given time to accom-
plish these tasks. Sensor management is needed to assign roles to each
sensor, so that nodes that are not needed at a given time can enter a
sleep state to save energy until they are needed, thereby extending net-
work lifetime. The area of sensor management, as defined here, includes
topology control-—choosing which nodes should be routers to ensure a
connected network—and sensing mode selection—choosing which nodes
should sense data to meet application requirements (application QoS).
It is possible to maximize network lifetime by finding optimal sched-
ules of when each node should perform each function. However, these
optimizations are computationally intensive, require global knowledge,
and are not robust to changes in network topology. Therefore, there
is a need for distributed, robust, and computationally efficient sensor
management protocols that extend network lifetime while ensuring that
application goals are met. In this chapter, protocols for both topol-
ogy control and sensing mode selection are described and a qualitative
comparison of these protocols is given.
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1. Introduction

Recent advances in micro-fabrication technology have spurred a great
deal of interest in the use of large-scale wireless sensor networks. The
sizes of these networks are expected to grow to large numbers of nodes
(thousands) in the next several years as the cost of manufacturing the
sensors continues to drop significantly. The goal of these large-scale
sensor networks is to gather enough data to monitor the environment
with an acceptable fidelity, or application quality of service (QoS). At the
same time, these networks are expected to last for a long time (months
or even years) without recharging the small batteries providing energy to
the individual sensors. Sensor management, including topology control
and sensing mode selection, is essential to ensure that application QoS
is met while extending network lifetime.

A sensor network is essentially a distributed network of data sources
that provide information about environmental phenomena to an end
user or multiple end users. Typically, data from the individual sensors
are routed via the other sensors to certain sink points in the network
(base stations), through which the user accesses the data. Two of the
essential services provided by each sensor are sensing the environment
and routing other sensors’ data. As sensor nodes are provided solely to
support the sensor network application, each node should only be used
for sensing or routing if this is the best role for that sensor to play to
support the end goal.

Quite often, there are so many nodes deployed that not all of the nodes
need to provide or route data. Sensor management protocols determine
which sensors are needed to provide data (sensing mode selection) and
which are needed to ensure a connected topology so data can reach the
sink points (topology control). The goal of most sensor management
protocols, both for topology control and for sensing mode selection, is
to ensure energy efficiency to maximize network lifetime. If sensors
are not needed at a given time to provide data or route other sensors’
data, they can save energy by shutting down (i.e., going into “sleep”
mode) or halting traffic generation until they are needed at a later time.
Both topology control and sensing mode selection play critical roles in
ensuring that necessary sensor data reach the sink(s) while removing
any unnecessary redundancy in the network, resulting in network-wide
energy efficiency and long network lifetime.
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Topology Control. Topology control is used when sensors are deployed
with density high enough that not all sensors are needed to route data
to the sink(s). The goal of a topology control protocol is to ensure
that enough nodes are activated to provide a connected network so all
sensors that have data to send can get their data to the base station
while turning off any unnecessary sensors to save energy. Oftentimes,
topology control protocols aim to rotate active sensor nodes so that the
energy drain of performing routing functions is distributed evenly among
all the nodes in the network. In addition to achieving energy efficiency,
topology control protocols should be fault tolerant so that the loss of
one or a small number of sensors does not disconnect the network.

Sensing Mode Selection. The need for sensing mode selection arises
when sensors are deployed with density high enough that activating ev-
ery sensor in the network provides little more quality of service (QoS)
to the sensor network application than what could have been provided
with many fewer sensors (i.e., the marginal quality provided by many
of the sensors is minimal). In fact, activating all of the sensors can be
detrimental to the overall task of the sensor network if there is so much
traffic on the network that congestion is noticeable [28]. In this case,
network throughput can degrade significantly and important data may
be dropped as packet queues at the sensor nodes overflow. Among the
data packets that do reach the data sink(s), high packet delays may be
introduced, rendering the data useless. The goal of sensing mode se-
lection is to have only certain sensors gather data so that there is no
unnecessary redundancy and the network can operate at a point where
the cumulative sensor data quality is sufficient to meet the application’s
goals, network congestion is minimal, and energy-efficiency is achieved.

Optimizing Sensor Management. If an application is able to perform
at an acceptable level using data from a number of different sensor sets,
it is possible to schedule the sets so as to maximize the sum of the time
that all sensor sets are used. The lifetime of an individual sensor is
influenced by the amount of data that it routes as well as the amount
that it generates. Thus, network lifetime can be greatly extended when
sensor mode selection and routing are solved jointly.

This problem of when to schedule sensors to sense data and when to
schedule them to route data can be solved optimally so that network
lifetime is maximized for a particular application QoS [1, 22]. The con-
straints of the optimization problem include the sensor battery levels,
which dictate the total amount of time any node can route other nodes’
data and the total amount of time any node can be an active sensor,
the fact that all data sent by a scheduled sensor must be forwarded
through other sensors to reach the sink (conservation of data flow), and
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the minimum acceptable level of quality of service. The objective of the
problem is to maximize the total time the network is operational, which
is the sum of the times that each sensor set is operational, given these
constraints. This problem can be formalized as a generalized maximum
flow graph problem and solved via a linear program [22].

In some sensor network applications, data can be aggregated to reduce
the total amount of data sent to the base station. Similar network
flow optimization problems can be designed to choose not only sensing
and routing roles but also data aggregator roles for each sensor such
that application QoS is met while lifetime is maximized [1, 15]. The
Maximum Lifetime Data Aggregation (MLDA) problem can be solved
to find an optimal schedule of when sensors should transmit data and
where data should be aggregated [15]. Similar work in [1] can be used
to find the upper bound of attainable lifetime using sensor management
algorithms that determine sensing, routing and data fusing roles for each
sensor in the network.

The above optimization problems provide upper bounds on achiev-
able lifetime, but they are typically not feasible in real sensor networks
for three reasons. First, each of these optimization problems require
global knowledge of every sensor’s location and battery level. Second,
the amount of computation required to solve these optimization prob-
lems becomes prohibitive for large-scale networks. Finally, the solution
to these optimization problems is not robust to node failures or changes
in network topology (e.g., addition of new nodes, node mobility, etc.). If,
for example, a critical router node fails, data may not reach the sink(s)
for the entire duration of that sensor’s scheduled time. Therefore, there
is a need for more feasible sensor management solutions, whose proper-
ties generally include:

m significant network lifetime extension, achieved by choosing sensor
roles (sensing, routing) to reduce energy dissipation at each sensor
whenever possible while meeting application QoS,

m scalability for large numbers of sensors,
m distributed control and decision-making,
m robustness to individual node failures, and

m low overhead and computational feasibility.

In the remainder of this chapter, currently proposed solutions for
topology control and sensing mode selection that aim to achieve these
important sensor management goals are described.
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2. Topology Control Algorithms

The topic of topology control in general ad hoc networks has been
studied extensively. The purpose of traditional topology control pro-
tocols has been to balance two contradictory goals—reducing energy
consumption and maintaining high connectivity. Most early topology
control protocols adjusted radio settings (e.g., transmission power [2,
23, 24, 29], beamforming patterns [16]) to maintain connectivity with
an optimal set of neighbors. Because it is often more power-eflicient to
relay packets over several short hops than a single long hop, reducing
transmission power is an effective means for reducing overall energy con-
sumption. Reducing transmission power also allows the network to ben-
efit from spatial reuse, possibly resulting in reduced congestion, higher
throughput, and a reduction in the number of costly data packets that
are unnecessarily overheard.

These methods may be very effective in sensor networks where en-
ergy consumption is dominated by the energy consumed in transmitting
data packets. However, typical power models considered for sensor net-
works show that receive power and idle power are comparable to trans-
mit power [26]. Based on this observation, further savings can surely be
achieved by not only reducing transmission power, but also setting the
sensors’ radios into a sleep state whenever possible. Below, several topol-
ogy control protocols that achieve energy efficiency through these means
are described. While some of these protocols were originally designed
for use in general ad hoc networks, the fact that nodes are often allowed
to turn their radios off nevertheless makes them suitable protocols for
sensor networks as well.

GAF: Geographic Adaptive Fidelity

The GAF protocol [31] takes advantage of the fact that neighboring
nodes are often nearly identical from the perspective of data routing.
In GAF, a virtual grid is formed throughout the deployed network, and
each node is assigned to the virtual grid cell in which it resides. Only a
single node from a cell in the virtual grid is chosen to be active at any
given time (see Figure 1.1). Nodes implementing GAF initially enter a
discovery state, where they listen for messages from other nodes within
their cell. If the node determines that a more suitable node can handle
the routing responsibilities for its cell, it falls into a sleep state, from
which it periodically reenters the discovery state; otherwise, it enters
the active state and participates in data routing. After a predetermined
active period, active nodes fall back into the discovery state. As the den-
sity of a network implementing GAF increases, the number of activated
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Figure 1.1. Example of a GAF virtual grid [31]. Only one node per cell is activated
as a router.

nodes per grid cell remains constant while the number of nodes per cell
increases proportionally. Thus, GAF can extend lifetime approximately
linearly as a function of node density.

Span

Span [4] is a topology control protocol that allows nodes that are not
involved in a routing backbone to sleep for extended periods of time.
In Span, certain nodes assign themselves the position of “coordinator.”
These coordinator nodes are chosen to form a backbone of the network,
so that the capacity of the backbone approaches the potential capacity of
the complete network. Periodically, nodes that have not assigned them-
selves the coordinator role initiate a procedure to decide if they should
become a coordinator. The criteria for this transition is if the mini-
mum distance between any two of the node’s neighbors exceeds three
hops. To avoid the situation where many nodes simultaneously decide
to become coordinators, backoff delays are added to nodes’ coordinator
announcement messages. The backoff delays are chosen such that nodes
with higher remaining energy and those potentially providing more con-
nectivity in their neighborhood are more likely to become a coordinator.
To ensure a balance in energy consumption among the nodes in the
network, coordinator nodes may fall back from their coordinator role if
neighboring nodes can make up for the lost connectivity in the region.

ASCENT: Adaptive Self-Configuring sEnsor
Networks Topologies

ASCENT [3] is similar to Span in that certain nodes are chosen to
remain active as routers while others are allowed to conserve energy in a
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sleep state. In ASCENT, the decision to become an active router is based
not only on neighborhood connectivity, but also on observed data loss
rates, providing the network with the ability to trade energy consump-
tion for communication reliability. Nodes running the ASCENT protocol
initially enter a test state where they actively participate in data routing,
probe the channel to discover neighboring sensors and learn about data
loss rates, and send their own “Neighborhood Announcement” messages.
If, based on the current number of neighbors and current data loss rates,
the sensor decides that its activation would be beneficial to the network,
it becomes active and remains so permanently. If the sensor decides not
to become active, it falls into a passive state, where it gathers the same
information as it does in the test state (as well as any “Help” messages
from neighboring sensors experiencing poor communication links), but it
does not actively participate in data routing. From this state, the node
may reenter the test state if the information gathered indicates poor
neighborhood communication quality, or enter the sleep state, turning
its radio off and saving energy. The node periodically leaves the sleep
state to listen to the channel from the passive state.

One procedure for node activation is shown in Figure 1.2. Figure 1.2a
illustrates a situation in which the channel quality between a source
and its sink becomes poor, prompting the sink to broadcast “Help”
messages to its neighbors. A limited number of intermediate nodes that
receive these messages enter the test state and broadcast “Neighborhood
Announcement” messages (Figure 1.2b) to inform their neighbors that
they intend to become active. Alternatively, this transition to the test
state can be triggered by a node observing that it has a low number of
active neighbors or high data loss rate. The network eventually stabilizes
at a point in which the communication between the source and sink
becomes adequately reliable, as shown in Figure 1.2c.

STEM: Sparse Topology and Energy Management

In the case of many sensor network applications, it is expected that
nodes will continuously sense the environment but transmit data to a
base station very infrequently or only when an event of interest has oc-
curred. While GAF, Span, and ASCENT save energy by reducing the
number of sensors used for routing, the energy consumption of the se-
lected routers can be further reduced by exploiting the low traffic gener-
ation rates of the sensors. STEM [25] takes advantage of this by leaving
all sensors in a sleep state while monitoring the environment but not
sending data, which is assumed to be the majority of time. STEM is
quite different from the rest of the topology control protocols described
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Figure 1.2. One procedure for the activation of inactive routers in ASCENT (3].
When the channel quality is poor, a node will broadcast “Help” messages to its neigh-
bors (a), some of whom will become active and broadcast “Neighborhood Announce-
ment” messages (b). After these nodes are activated, the communication quality
improves (c).

here in that it activates nodes reactively rather than proactively. When
data packets are generated, the sensor generating the traffic uses a pag-
ing channel (separate from the data channel) to awaken its downstream
neighbors. Two versions of STEM have been proposed—STEM-T, which
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uses a tone to wake neighboring nodes, and STEM-B, in which the traf-
fic generating node sends beacons on the paging channel and sleeping
nodes turn on their radios with a low duty cycle to receive the messages.
A benefit of STEM is that it can be combined with any of the afore-
mentioned protocols, with only the currently activated nodes required
to listen on the paging channel.

3. Sensing Mode Selection

The previous section outlined some topology control protocols that
limit energy consumption by reducing the number of nodes actively par-
ticipating in data routing. To further exploit potential energy savings
in a wireless sensor network, careful consideration should be taken in
the selection of the sensing modes of the nodes in the network. This
can be as simple as determining which sensors should be activated or
deactivated or as complex as determining certain features of the sensing,
such as sensing frequency and data resolution. By doing so, the designer
is not only influencing how the data are routed, but also what traffic
is generated in the first place. This aspect of sensor management has
several implications. First, it may be absolutely necessary. In simple
coverage applications, if the sensing range is significantly larger than
the transmission range, some of the previously described topology con-
trol protocols may be suitable alone. However, if this is not the case,
additional sensors besides the selected active routers will need to be ac-
tivated. Also, with the use of an energy-efficient MAC protocol [8, 9,
34], the average energy consumption of a node when it is not transmit-
ting or receiving data may not approach the levels of the transmit and
receive power, as was the assumption for the topology control protocols.
In this case, the amount of data generated on the network may influence
network energy consumption (and consequently, network lifetime) in a
more drastic manner. Furthermore, deactivating sensors can reduce any
congestion that may arise in low bandwidth networks [28].

In this section, several protocols for sensing mode selection in wireless
sensor networks are described. In most cases, sensing mode selection is
as simple as deciding which sensors should send data to a base station
or other nodes. The process of determining the subset of sensors chosen
for activation should be influenced by QoS (or fidelity) requirements
of the application. Given the many proposed applications for wireless
sensor networks, these requirements can be quite wide-ranging. In this
chapter, the focus is primarily on applications that require coverage of
the entirety or a portion of a region where the sensors are deployed [19].
Examples of sensing mode selection in other applications include
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» edge detection [18], where only a certain subset of the nodes is
expected to change state when the edge moves,

» oversampling of bandlimited phenomena [12], where nodes can ad-
just the resolution of their data in dense regions without significant
information loss,

» target localization/tracking [20, 35], where selection of only the
subset of sensors in the current vicinity of the target is beneficial,
and

» general target classification [5, 6].

The reader is referred to the cited literature for more detailed descrip-
tions of this work.

The primary goal of the protocols described in this section is coverage
preservation rather than network connectivity (as in Section 1.2). Cov-
erage preserving protocols and algorithms have many potential applica-
tions, including intruder detection, biological/chemical agent detection,
and fire detection. Also, these protocols and algorithms can be used in
the initial stages of many target tracking architectures, where a more de-
tailed description or location estimate of a phenomenon is required only
when a “tripwire” threshold is crossed in the measurements of some of
the active sensors [11].

PEAS: Probing Environment and Adaptive Sleeping

PEAS [33] is a protocol that was developed to provide consistent envi-
ronmental coverage and robustness to unexpected node failures. Nodes
begin in a sleeping state, from which they periodically enter a probing
state. In the probing state, a sensor transmits a probe packet, to which
its neighbors will reply after a random backoff time if they are within
the desired probing range. If no replies are received by the probing node,
the probing sensor will become active; otherwise, it will return to the
sleep state. The probing range is chosen to meet the more stringent of
the density requirements imposed by the sensing radius and the trans-
mission radius. The probing rate of PEAS is adaptive and is adjusted to
meet a balance between energy savings and robustness. Specifically, a
low probing rate may incur long delays before the network recovers fol-
lowing an unexpected node failure. On the other hand, a high probing
rate may lead to expensive energy waste. Basically, the probing rate of
individual nodes should increase as more node failures arise, so that a
consistent expected recovery time is maintained.
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@ Unaccounted for redundancy
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Figure 1.3. A sponsored sector, as defined by NSSS [27]. Sensor A admits the redun-
dant coverage of sensor B in the vertically shaded regions. The additional redundancy
of sensors B and C shown in the horizontally shaded regions is not accounted for.

NSSS: Node Self-Scheduling Scheme

A node self-scheduling scheme for coverage preservation in sensor net-
works is presented in [27]. In NSSS, a node measures its neighborhood
redundancy as the union of the sectors/central angles covered by neigh-
boring sensors within the node’s sensing range. At decision time, if the
union of a node’s “sponsored” sectors covers the full 360° (see Figure
1.3), the node will decide to power off. It should be noted that additional
redundancy may exist between sensors and that the redundancy model
is simplified at a cost of not being able to exploit this redundancy. In
NSSS, at the beginning of each round, there is a short self-scheduling
phase where nodes first exchange location information and then decide
whether or not to turn off after some backoff time. NSSS avoids scenar-
ios of unattended areas due to the simultaneous deactivation of nodes by
requiring nodes to double check their eligibility to turn off after making
the decision.

Gur Game

In [13], the problem of optimal sensor selection for a given resolution
was modeled as a Gur game. It is assumed that a base station wishes
to receive packets from a predetermined number of sensors. Each sensor
operates as a single chain finite state machine, where one side of the
chain represents states in which the sensor sends a packet to the base
station and the other side represents states in which the sensor does
not (see Figure 1.4). After each round, the base station calculates a
reward probability 7 from a function of the number of packets received.
The reward function has its maximum value at the desired resolution
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Don't send data | Send data

Figure 1.4. State machine for the Gur game at an individual node [13].

(number of packets received). The base station broadcasts the value of
this reward function to the sensors, which move toward the edges of their
state machine with probability r and toward the center with probability
(1 —r). The network settles at the desired resolution and is robust to
sensor failures and additional sensor deployment. This work was further
developed into a hierarchical model, providing better scalability, in [14].

Reference Time-based Scheduling Scheme

In the reference time-based scheduling scheme presented in [32], the
environment is divided into a grid and coverage is maintained continu-
ously at every grid point while minimizing the number of active sensors.
During an initialization process, each node broadcasts a randomly cho-
sen reference time (uniformly distributed on [0,7'), where T is the round
length) to all neighboring sensors within twice its sensing radius. For
each location in the grid that the sensor is capable of monitoring, a sen-
sor sorts the reference times of all sensors capable of monitoring that
grid point. For a given grid point, the sensor schedules itself to be ac-
tive beginning halfway between its reference time and the reference time
of the sensor immediately preceding it in the sorted list. Similarly, its
scheduled slot for the grid point ends halfway between its reference time
and the reference time of the sensor immediately after it in the sorted
list (see Figure 1.5). The sensor remains active during the union of the
scheduled slots calculated for each grid point within its sensing range.
This algorithm is also enhanced to guarantee coverage by multiple sen-
sors in selected areas as well as provide robustness to node failures.

CCP: Coverage Configuration Protocol

In CCP [30], an eligibility rule is proposed to maintain a certain degree
of coverage (coverage at every location by a given number of sensors).
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Figure 1.5. Schedule calculation for a single grid point, as proposed in the reference
time-based scheduling scheme [32]. After all grid point schedules are calculated, the
schedules are merged and a sensor’s overall schedule is the union of all of its grid
point schedules.

First, each node finds all intersection points between the borders of its
neighbors’ sensing radii and any edges in the desired coverage area. The
CCP rule assigns a node as eligible for deactivation if each of these
intersection points is K-covered, where K is the desired sensing degree.
The CCP scheme assumes a Span-like protocol and state machine that
can use the Span rule for network connectivity or the proposed CCP
rule for K-coverage, depending on the application requirements and the
relative values of the communication radius and sensing radius. An
example of how the CCP rule is applied is given in Figure 1.6. In Figure
1.6a, node D, whose sensing range is represented by the bold circle, must
decide whether it should become active in order to meet a coverage
constraint of K = 1. It is assumed that D knows that A, B, and C,
whose sensing ranges are represented by the dashed circles, are currently
active. The intersection points within D’s sensing range are found and
enumerated 1-5 in the figure. Since B covers points 1 and 3, C covers
points 2 and 4, and A covers point 5, D deduces that the coverage
requirements have already been met and remains inactive. In the case of
node E, illustrated in Figure 1.6b, there is an intersection point (labeled
6 in the figure) that is not covered by any of E’s neighbors. Thus, E
must become active and sense the environment.

4. Integrated Sensing Mode Selection and
Routing Protocols

Sensing mode selection can potentially have implications on topol-
ogy control and data routing. Accordingly, some sensor management
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(b)

Figure 1.6. TIllustration of the CCP activation rule for K-coverage, K =1 [30]. Nodes
D and E decide whether or not to become active in (a) and (b), respectively, knowing
that neighbors A, B, and C, are already active. Node D may remain inactive since
all of its intersection points are K-covered, but the CCP rule dictates that E must
become active since intersection point 6 is not covered by any of E’s neighbors.

protocols integrate these functions [7, 21]. To see why this is benefi-
cial, consider that topology control protocols that do not use knowledge
of traffic patterns may activate many more nodes than the necessary
amount to accommodate the sensed data. For example, in the network
shown in Figure 1.7, four nodes are required to send raw data to the base
station. Without knowledge of traffic patterns and using the GAF topol-
ogy control protocol discussed previously, the nodes selected as routers
might be the set shown in Figure 1.7(a). Given that traffic will only be
generated from the small subset of selected sensor nodes, many of these
nodes should actually be allowed to sleep, and only the nodes used in
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Figure 1.7. Example of a situation where knowledge of traffic patterns can potentially
benefit topology control. In (a), many nodes have unnecessarily been activated as
routers. In (b), only the necessary routers for the given traffic conditions are activated.

the optimally calculated routes, shown in Figure 1.7(b), need to remain
active.

Connected Sensor Cover

The Connected Sensor Cover algorithm presented in [7] provides a
joint sensing mode selection and topology control solution. The problem
addressed in this work is to find a minimum set of sensors and additional
routing nodes necessary in order to efficiently process a query over a
given geographical region. In the centralized version of the algorithm,
an initial sensor within the query region is randomly chosen, following
which additional sensors are added by means of a greedy algorithm.
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 Shortest path route
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Figure 1.8. Calculated routes using shortest path and an approach that considers
the importance of the sensors to the application.

At each step in this algorithm, all sensors that redundantly cover some
area that is already covered by the current active subset are considered
candidate sensors and calculate the shortest path to one of the sensors
already included in the current active subset. For each of these candidate
sensors, a heuristic is calculated based on the number of unique sections
in the query region that the sensor and its routers would potentially
add and the number of sensors on its calculated path. The sensor with
the most desirable heuristic value and those along its path are selected
for inclusion in the sensor set. This process continues until the query
region is entirely covered. The algorithm has been extended to account
for node weighting, so that low energy nodes can be avoided, and to
be implemented through distributed means, with little loss in solution
optimality compared with the centralized version.

DAPR: Distributed Activation with Pre-determined
Routes

The integration of sensing mode selection and data routing/topology
control can also be accomplished by choosing routes so as to avoid sensors
that are critical for maintaining the desired coverage. Sensors that are
more important to the sensing application and those whose potential
active lifetime is shortest should not be chosen as routers over those
who are less important to the application and those with potentially
long active lifetimes (see Figure 1.8).

DAPR [21] is an algorithm for integrated sensing mode selection and
data routing that follows this intuition. In DAPR, nodes assign them-
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selves an application cost—a measure of their value to the application.
The application cost is calculated based on a node’s remaining energy
and the remaining energy of the node’s neighbors that provide redundant
coverage. The application cost was chosen to consider a node’s neigh-
bors’ energy as well as its own because neighbors covering the same re-
gion redundantly are equivalent from the application’s perspective. This
is because DAPR is less concerned with prolonging individual sensors’
lifetime as it is with prolonging the time before a spot in the network is
left uncovered. A round in DAPR begins with a route discovery phase,
in which the base station broadcasts a query packet across the network
and nodes discover their optimal routes based on smallest cumulative
application cost along the path. Following this phase is a role discovery
phase, consisting of an Opt In and an Opt Out portion. In the Opt
In portion, nodes attempt to activate themselves after a backoff delay
proportional to their cumulative route cost. If a sensor discovers that its
neighborhood has already been covered by the time it wishes to broad-
cast its activation message, it withholds this message. In the Opt Out
phase, nodes check to see if their neighborhood has been completely
redundantly covered by other nodes, some of which may have been acti-
vated after their own activation message was broadcast. Nodes are given
the opportunity to opt out in the reverse order in which they opted in,
so that nodes with high cumulative route cost are still favored for des-
election. After this set-up phase, activated sensors send data along the
pre-calculated routes to the base station.

5. Discussion

The properties of the protocols and schemes described in this chapter
are summarized in Table 1.1. It should be noted that the classifications
and descriptions in this table are not straightforward and that simple
modifications can often eliminate any undesirable properties of a pro-
tocol. For example, some topology control protocols could be used as
sensing mode selection protocols with some simple modifications, and
vice versa. Also, some of the protocols that require location informa-
tion can be modified to operate without location information, but this
usually comes at the cost of reduced performance (e.g., higher energy
dissipation, no application QoS guarantees, etc.). For example, DAPR
can be modified so that coverage quality is measured as the number of
active neighbors that a node overhears rather than the actual calcula-
tion of area covered by the active neighbors. This approach removes the
need for location information at the cost of not guaranteeing complete
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coverage. In general, the protocols are summarized in Table 1.1 as they
were presented in their original literature.

This chapter has described methods for the efficient management
of the scarce resources typically available in wireless sensor networks.
Specifically, some proposed methods for choosing which sensors should
act as routers (through topology control protocols) and which should
actively sense the environment and send traffic to any data sinks in the
network (through sensing mode selection) have been presented. The
choice of which protocol to use in a specific network is subject to factors
such as

m the application requirements,
m the choice of MAC protocol,
m the bandwidth resources, and

» the availability of certain network services (e.g., sensor node local-
ization, time synchronization).

For example, in applications where data need to be sent only after an
event of interest occurs, a reactive solution such as STEM [25] might
be preferable. However, in applications that require constant streaming
traffic and have little tolerance for delays, protocols such as GAF [31]
or Span [4] that proactively maintain a connected network might be
desirable. Application requirements also dictate what level of service is
needed. For example, an application that requires an absolute guarantee
that the entirety of a region is covered by at least one sensor may want
to use an approach such as the node self-scheduling scheme in [27] or the
reference time-based scheduling scheme in [32], whereas if the application
requires only that a given number of sensors send data, an approach
such as the Gur game modeling presented in [13] may be acceptable and
require less communication overhead, enabling the sensor nodes to save
even more energy and extend network lifetime.

When using a MAC protocol that consumes significant idle power,
topology control protocols by themselves may be suitable since the power
consumption is dominated by the idle power consumption of the nodes
chosen as active routers and the traffic induced on the network may be
of little consequence from an energy consumption standpoint. With a
MAC protocol that allows nodes to sleep during periods of inactivity,
however, sensing mode selection protocols can be much more effective
in reducing power consumption and extending network lifetime. Also,
sensing mode selection protocols may relieve network congestion in low
bandwidth networks.
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Finally, a cross-layer approach that selects routes in conjunction with
choosing sensors to sense the environment may be the best approach in
many applications with static sensor nodes and data sinks. However,
in some situations, such as battlefield scenarios in which mobile soldiers
and vehicles may act as sensors or data sinks, the network may consist of
a dynamic topology. With constant route updates becoming necessary,
a layered approach that handles sensing mode selection and topology
control/routing separately may be necessary.

In addition to the important roles of sensing and routing, careful
consideration should be taken when determining which nodes should
assume other network roles such as cluster heads and data fusion points
[10, 17]. While this chapter has not addressed this, some research has
been devoted to this area.



Protocol TC/MS Loc? D/C  Energy balancing Robustness Comp. Overhead
GAF [31] TC Y D Activity rotation Good Low Neighbor state exchange
Span [4] TC N D Activity rotation, Good Low Neighbor state exchange
energy weighting
ASCENT (3] TC N D No Good Low Neighbor state exchange
STEM |[25] TC N D N/A Good Low Paging channel
PEAS [33] TC,MS Y D No Good, dep. on  Low Neighbor state exchange
probing frequency
NSSS [27] MS Y D No Dep. on round In.  Low Neighbor state exchange
Gur game [13] MS N D Dep. on N, Coverage not Low BS queries
reward function guaranteed
Ref. time-based MS Y D Activity rotation K-degree coverage  Low Reference time exchange
scheduling [32]
CCP [30] TC,MS Y D Activity rotation K-degree coverage  Low Neighbor state exchange
Connected Sensor TC,MS Y C/D  Energy weighting Dep. on query Low BS queries, neighbor
Cover [7] possible frequency state exchange (D)
DAPR [21] MS Y D Activity rotation, Dep. on round In. Low BS queries, neighbor
energy weighting state exchange
Optimization MS Y C Yes Poor High N/A

TC/MS:Topology Control/Mode Selection

Table 1.1.

Loc?:Location information required?

Summary of protocols/schemes described.

D/C:Distributed/Centralized

iré
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